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Value Description Meaning
0 CloseNotify Sender will not send any mor messages.
10 UnexpecteMessage An inappropriate.
20 BadRecordMAC An incorrect MAC received.
21 DecryptionFailed Decrypted message is invalid.
22 | RecordOverflow Message size is more than 2'+ 2014.
30 DecompressionFailure Unable to deccompress appropriately.
40 HandshakeFailure Sender unable to finalize the handshake.
42 BadCertificate Received certificate corrupted.
43 UnsupportedCertificate Type of received certificate is not supported
44 CertificateRevoked Singer has revoked the certificate.
45 CertificateExpired Certificate has expired
46 CertificateUnknown Certificate unknown.
47 [llegalParameter A field out of range or inconsistent with others.
48 UnknownCA CA could not be identified.
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alert tcp any any < > any
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{content"[18 03 C0["; depth: 3; content"|01|"; distance: 2; within: 1;

content!"|00]"; within: 1; msg: "SSLv3 Malicious Heartbleed Request V2"

sid: 1))

alert tcp any any < > any

443 .465,563,636,695,898,989,990,092,993,994,995,2083,2087 2096,2484 5443 8383,9091]
{content"[18 03 01|"; depth: 3; content:"|01["; distance: 2; within 1;

content:!"|00|"; within: 1; msg: "TLSvl Malicious Heartbleed Request V2"

sid: 27

alert tcp any any < > any

443 465,563,636,695,898,989,990,992,093 994 995 2083 ,2087,2096,2454 8443 B883,9091]
(content:"[18 03 02|"; depth: 3; content"|01|"; distance: 2; within: 1;

content:!"|G0]"; within: 1; msg: "TLSv11 Malicious Heartbleed Reguest W2

sid: 3;)
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